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Standard Standard
ECMA-108 Measurement of High-Frequency Noise emitted I1SO 9295
by Information Technology and
Telecommunications Equipment, 5" edition
(December 2010)
ECMA-142 Private Integrated Services Network (PISN) - ISO/IEC 11574
Circuit Mode 64kbit/s Bearer Services - Service
Description, Functional Capabilities and
Information Flows (BCSD), 3" edition (December
2001)
ECMA-321 Streaming Lossless Data Compression Algorithm - | ISO/IEC 22091
(SLDC) (June 2001)

ECMA-355 Corporate Telecommunication Networks - ISO/IEC 22535
Tunnelling of QSIG over SIP, 3" edition (June
2008)

ECMA-357 ECMAScript for XML (E4X) Specification, 2" ISO/IEC 22537

edition (December 2005)
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OSI model

7. Application layer

NNTP /SIP/SSI/DNS/FTP /Gopher /HTTP /NFS/NTP /SMPP /
SMTP / SNMP / Telnet / DHCP / (more)

6. Presentation layer
MIME / XDR / ASCll / PICT / GIF / JPEG / MIDI / MPEG
5. Session layer
Named pipe / NetBIOS / SAP / PPTP / RTP / SOCKS / SPDY / TLS/SSL
4. Transport layer
TCP/UDP /SCTP / DCCP / SPX
3. Network layer
IP (IPv4 & IPv6) / ARP / ICMP / IPsec / IGMP / IPX / AppleTalk
2. Data link layer

ATM/SDLC /HDLC /CSLIP /SLIP / GFP /PLIP / IEEE 802.2 /LLC/
L2TP / IEEE 802.3 / Frame Relay / ITU-T G.hn DLL / PPP / X.25

1. Physical layer

EIA/TIA-232 / EIA/TIA-449 / ITU-T V-Series / 1.430 / 1.431 / PDH /
SONET / SDH /DSL / IEEE 802.3 / IEEE 802.11 / IEEE 802.15 / IEEE
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4. Application layer

BGP /DHCP /DNS/FTP/GTP/HTTP/IMAP /IRC/LDAP /
MGCP /NNTP /NTP /POP /RIP /RPC/RTP /RTSP / SDP /SIP /
SMTP / SNMP / SOAP / SSH / Telnet / TLS/SSL / XMPP

3. Transport layer
TCP/UDP/DCCP /SCTP/RSVP/ECN
2. Internet (Network) layer
IP (IPv4, IPv6) / ICMP / ICMPV6 / IGMP / IPsec
1. Network Access layer
ARP / INARP / NDP / OSPF / Tunnels (L2TP) / PPP / ISDN / FDDI
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Binary: 11111111.11111111.11111100.00000000 ==> Decimal:255.255.252.0
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Binary: 00000000.00000000.00000011.11111111 ==> Decimal:0.0.3.255
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Class IP / Netmask Start / End IP Address
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Prefix Assignment Purpose Routing Reference
Scope
::1/128 Loopback Loopback Address | Scoped (link) | RFC 4291
Address
::/128 Unspecified Configuration Not routed RFC 4291
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Prefix Assignment Purpose Routing Reference
Scope
Address
::FFFF:0:0/96 IPv4-mapped Internal Not routed RFC 4291
Address Representation
0100::/64 Discard-Only Remote triggered Intra AS RFC 6666
Prefix black hole routing
2001:0000::/32 | TEREDO Anycast Scoped RFC 4380
2001:0002::/48 | BMWG Benchmarking Not Routed RFC 5180
2001:db8::/32 Documentation Not routed RFC 3849
Prefix
2001:10::/28 ORCHID Overlay Not Routed RFC 4843
2002::/16 6to4d Transition Global RFC 3056
Tunneling
FCO00::/7 Unique-Local Local use Scoped RFC 4193
FE80::/10 Linked-Scoped Single-link Not routed RFC 4291
Unicast Communications
FF0O::/8 Multicast Multicast Routing RFC 4291
Communication scope
embedded

in address
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! Media Access Control
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S bl 9ss usiess 9 s o ECho Request aly @
S sl y 9 gs usiens 53 s olss Echo Reply aly @
Seals (5953 ustess 5o Sae 4 Destination Unreachable aly o

"diews yac aladl 2l Time Exceeded aly o

il (oo 5a) ot 4 sl 5 siua ¥ s TCP/IP US55
Ping i -V
Jolaie (Js adl oo oplite gla oIS 5 sasie glayial b slyls PING [ sicuy
il o b mlie Gu s e sieus 3 (o0 S s Gol ) soliil G 53
dole i 3ok 5l 4Sad Ll Gags Geotess 5o puo o JBe Glse
S Jae 5) Sosee 99 5 S 4 anil S oo Saauy
IP Lol 5l soliied b
C:\ping 192.168.12.1

Ok ab pulesl 1 L

C:\ping Microsoft.com
b 55 S ol (Sas PING ) sis (a5

C:\>ping 192.168.200.1

Pinging 192.168.200.1 with 32 bytes of data:

Reply from 192.168.200.1: bytes=32 time<1lms TTL=64
Reply from 192.168.200.1: bytes=32 time<1lms TTL=64
Reply from 192.168.200.1: bytes=32 time<lms TTL=64
Reply from 192.168.200.1: bytes=32 time<lms TTL=64

Ping statistics for 192.168.200.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 0Oms, Average = Oms

S gy 59 /P gl g 51 Ol o0 PING L siens (258 oy slasiel sl s sl
&g Extended cdls 5 Siiseo elyagas 5o by e <

! Time To Live (TTL)
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C:\>ping /?

Usage: ping [-t] [-a] [-n count] [-] size] [-f] [-i TTL] [-v TOS]
[-r count] [-s count] [[-j host-list] | [-k host-list]]
[-w timeout] [-R] [-S srcaddr] [-4] [-6] target_name

Options:

-t Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.

-a Resolve addresses to hostnames.

-ncount  Number of echo requests to send.

-I size Send buffer size.

-f Set Don't Fragment flag in packet (IPv4-only).

-iTTL Time To Live.

-v TOS Type Of Service (IPv4-only. This setting has been deprecated
and has no effect on the type of service field in the IP Header).

-rcount  Record route for count hops (IPv4-only).

-scount  Timestamp for count hops (IPv4-only).

-j host-list Loose source route along host-list (IPv4-only).

-k host-list Strict source route along host-list (IPv4-only).

-w timeout  Timeout in milliseconds to wait for each reply.

-R Use routing header to test reverse route also (IPv6-only).
-Ssrcaddr  Source address to use.

-4 Force using IPv4.

-6 Force using IPv6.
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VLAN Switch(vlan)# 23V 0 BN &5, LVLAN Sialsl s S sl lls ol 3
configuration S5& e saliil VLAN Database
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Line Switch(config-line)# Jlie 53 b shad 45 b g3 50 (sla yial 5l (s Sy (518 (s o) )
configuration 0 g suliiul

S Lo mhs 550 2 Sy Blaa ghal cga Sl asse Slhsies bl o

:‘a:n:)b_)g. =
o 5oe 5L yiel )y (suia Sy
Command Purpose
Step 1 configure terminal Example: Enters global configuration mode
Switch> enable
Switch# configure terminal
Step 2 hostname name Specifies the name for the router.
Example:
Switch(config)# hostname Switch
Step 3 enable secret password Specifies an encrypted password to
Example: prevent unauthorized access to the
Switch(config)# enable secret MTR switch.
Command-Line 4 o yicus suis ;S
Command Purpose
Step 1 [line [aux |console | tty | vty] line- Enters line configuration mode, and specifies
number the type of line.
Example: This example specifies a console terminal for
Switch(config)# line console 0 access.
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Step 2

Password password
Example:
Switch(config-line)# password cisco

Specifies a unique password for the console
terminal line.

Step 3

login
Example:
Switch(config-line)# login

Enables password checking at terminal
session login.

Step 4

line [aux |console | tty | vty] line-
number

Example:

Switch(config-line)# line vty 0 4

Specifies a virtual terminal for remote console
access.

Step 5

Password password
Example:
Switch(config-line)# password cisco

Specifies a unique password for the virtual
terminal line.

Step 6

login
Example:
Switch(config-line)# login

Enables password checking at the virtual
terminal session login.
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Switch>enable

Switch#configure terminal
Switch(config)#thostname SwitchA
SwitchA(config)#enable secret cisco
SwitchA(config)#line console 0
SwitchA(config-line)#password cisco
SwitchA(config-line)#login
SwitchA(config-line)#line vty 0 4
SwitchA(config-line)#password cisco
SwitchA(config-line)#login
SwitchA(config-line)#"Z
SwitchA#write

Hostname (sl,s 4S olas cpl b adilad oo 1yal 50 Balisw 550 2 1) 38 ol sin
Sl o 5l 1, SWitchB =yl

Olaa Lo anlas Trunk o ss s Sy 4 aladl al€ gl 5o il gos 4l s (g0 Sy 51
o olsie G ) g eu S Jeale SuK 4 1) lagisen S FA0/T (sla(e ) sg) s Sl
palad oo aalss Trunk

09 Jals Gaas 4o sls L8 Jlad clla Ho ml e (555 520 DTPUSS 55 0258 Gy o e 0
il Bk g pen canslad TrUNK 5 (s Sy 0 a8l L g s 51 (S5 (590 9 S35 500
S ol i S slgdn o Ll ols sald Huas Trunk @ 1) ssa o s curd s 50
il Jlasl ok 9o 58 5o Trunk o s sais Sy 4 aladl (Basa

rawled 8ol 15 2 @l sies e g s (555 2 THUNK &) 5 (s Sy g

SwitchA>enable
SwitchA#configuration terminal
SwitchA(config)#interface fastethernet 0/1
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SwitchA(config-if}#switchport mode trunk
SwitchA(config-if)#trunk encapsulation dotlq

SwitchB>enable

SwitchB#configuration terminal
SwitchB(config)#interface fastethernet 0/1
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#trunk encapsulation dotl1q

S5 0208 Ol Sogem VIAN T oSl 4 da 53 b sy (o0 LVLAN slal 4 3 Vs
SLVLAN sl g w g b alasl (Tagging) s IS il alilae VLAN ol o 5 il
S aalia Y sV L

L 15 VLAN 3 b, gol cacd 5155 5 Personnel ol b 1, VLAN 2 Guil3T Jacu sy sl
o5l oo alsge sl Lo LVLAN AU oS sl iy a6 anled o olaol Finance,ls
S panddd SMo g IS i Ll iy (555 o0 500 gua (8 Blad 5l 5 suss (usae
53 VLAN oG g oslite ia ol S5 0 a3¥ .ail o VAN ID plea (liges
IS aalas SIS alad) o (555 52 oS0 gaa 50 Al slagd s

SwitchA>enable
SwitchA#configuration terminal
SwitchA(config)#vlan 2
SwitchA(config-vlan)#name personnel
SwitchA(config-vlan)#vlan 3
switchA(config-vlan)#name finance

SwitchB>enable
SwitchB#configuration terminal
SwitchB(config)ttvlan 2
SwitchB(config-vlan)#name personnel
SwitchB(config-vlan)#vlan 3
switchB(config-vlan)#name finance

s ol 50 4S5l 4 4o 55 b ol suaca, VIAN S slisel Gusad Gaiide € cus Ya
o8 4 bgse oo sm)owdinl Wb G wal o Port-based VLAN lyal 5 L ks

SwitchA>enable

SwitchA#configuration terminal
SwitchA(config)#interface range fastethernet0/2 - 14
SwitchA(config-if-range)#switchport mode access
SwitchA(config-if-range)#switchport access vlan 2




SwitchA(config-if-range)#exit
SwitchA(config)#tinterface fastethernet0/20
SwitchA(config-if-range)#switchport mode access
SwitchA(config-if-range)#switchport access vlan 3
SwitchA(config-if-range)#exit
SwitchA(config)#exit

SwitchA#twrite

ok mlsw S glagud Tl ) golas g5 2 1 Sy S anala oo Sl o
soliiea) b bl 5 (555 52 Sl siews Ko 0 K soa! sl il 5 o s pladl Ly
pads alasl 2y S o gems | suu Sy dnterface range | sis 5l
&l Ctrl-Z slasnK Lend siws 51 5 S8 Mode 5 (385 ¢ 5o (51 eXit ) sius )
&l Write | gis 5 (piaad 0 sd o soldicl Privileged EXEC mode clla 4 =sl3L

S ge soliiul Startup-config Lo san Suy 8 a0

SwitchB>enable

SwitchB#configuration terminal

SwitchB(config)#tinterface range fastethernet0/2 - 4
SwitchB(config-if-range)#switchport mode access
SwitchB(config-if-range)#switchport access vlan 2
SwitchB(config-if-range)# interface range fastethernet0/5 - 7
SwitchB(config-if-range)#switchport mode access
SwitchB(config-if-range)#switchport access vlan 3
SwitchB(config-if-range)#end

SwitchB#copy running-config startup-config

s oaly alasl 1 write | gis LIS (ylea cOpY running-config startup-config  gicua
startup-config Jsls ,u cols 158 =8 g0 dlidla (595 s 4S st aladl (guis Sy 8 g oo Eicls
B3 S 85A 0 e Flash dasla 555 53 95 90

dadla (555 3 o 9 Eise s Sy ssla Startup-config Ll «< el S5 4 a5y
Startup-config Juls s 53 o BOOL g g 4S olSia 8 0 (o0 05333 g suw o318 L Flash
4l Running-config 8 se Ll ool ol 5 suad suly JESI g gou RAMU =8 5o alils o
Sl Jals @ agd oo 60 BB cpl Lo sad Jlael lymds ald Gy Gl B ol (e
plasl &lonad 85085 (6l s 1w gy (o G ) Edses sane (O 8l B g LB ol b gias
Copy running-config startup- L Write ,siws 3 wb Startup-config Jsls g9 s sak
pam 84 config

S adl o (So5u8 I ) g s (g0 Sy ) uy Sk sian (LS 535 5 suad
ol s saly (Las 30 By A sla g s 555 52 End-to-end sWVLAN

\YY
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LS adl oo Phsias sl s cand s saaline 5 i Sy (0 sl sSews
osied 3 Laund il cuns g sualine cga sl g oo JBe sl 008 o HeT show <K
awlas suliiet show vlan | sicus 3V AVLAN cuss g saaline sl 5 show interface

SwitchA#show vlan

VLAN Name Status Ports

1 default active Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/21, Fa0/22, Fa0/23
Fa0/24

2 Personnel active Fa0/2, Fa0/3, Fa0/4, Fal/5

Fa0/6, Fa0O/7, Fa0/8, Fal0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13

Fa0/14
3 Finance active Fa0/20
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

90 09 Jals Gaea 4 aiil oo VALN 1 suane (1258 Gy s sems gson sleiosg ples
wilsads AL pold VIAN sac glsie o € plagawi il (358 show vian | gias
il o VIAN 1 gie

O el sa slan) m s 59 A58 Gy @ s 50 1005 51002 sWaVLAN o lei
el 80 9,5, Token ring s FDDI sla US55 55 555 LAVLAN

Command Reference , gicus ga 30

Creating or Modifying an Ethernet VLAN

Command Purpose

Step1 |configure terminal |Enter global configuration mode.

Step 2 |vlan vian-id Enter a VLAN ID, and enter VLAN configuration mode. Enter a
new VLAN ID to create a VLAN, or enter an existing VLAN ID to
modify that VLAN.

Step 3 |name vian-name (Optional) Enter a name for the VLAN. If no name is entered
for the VLAN, the default is to append the vian-id with leading
zeros to the word VLAN. For example, VLANOOO4 is a default
VLAN name for VLAN 4.

Step 4 |mtu mtu-size (Optional) Change the MTU size (or other VLAN
characteristic).




S

Creating or Modifying an Ethernet VLAN

Step5 |remote-span (Optional) Configure the VLAN as the RSPAN VLAN for a

remote SPAN session.

Step 6 |end Return to privileged EXEC mode.

Step 7 |show vlan {name Verify your entries.

vlan-name | id vian-

id}

Step 8 | copy running-config |(Optional) If the switch is in VTP transparent mode, the VLAN

startup config configuration is saved in the running configuration file as well
as in the VLAN database. This saves the configuration in the
switch startup configuration file.

Assigning Static-Access Ports to a VLAN
Command Purpose

Step 1 configure terminal Enter global configuration mode

Step 2 interface interface-id |Enter the interface to be added to the VLAN.

Step 3 switchport mode Define the VLAN membership mode for the port (Layer 2
access access port).

Step 4 switchport access Assign the port to a VLAN. Valid VLAN IDs are 1 to 4094.
vlan vian-id

Step5 |end Return to privileged EXEC mode.

Step 6 show running-config |Verify the VLAN membership mode of the interface.
interface interface-id

Configuring a Trunk Port
Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step2 |interface interface-id Specify the port to be configured for trunking, and enter

interface configuration mode.

Step3 |switchport mode Configure the interface as a Layer 2 trunk (required only if
{dynamic {auto | the interface is a Layer 2 access port or to specify the
desirable} | trunk} trunking mode).

Step4 |switchport access vlan |(Optional) Specify the default VLAN, which is used if the
vlan-id interface stops trunking.

Step 5 switchport trunk native |Specify the native VLAN for IEEE 802.1Q trunks.

vlan vian-id
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vtp domain MTR
SwitchA(config)#vtp mode server
SwitchA(config)#vtp password cisco
SwitchA(config)#vtp version 2
SwitchA(config)#vtp pruning

Ly 58 S GBI o Gl 4 1 shsa b IMTR o)l 4 sui ShIa 3l s @
G s (Gl 1S sulial LIS Lo ulise sl ool Cnl ) Al oo o Lak
e O 60 A il Gulead 5wl g o 1, VTP sae 4l 5 a1 4S wusls

s ghsw sus 2 VIPPruning (S35 Gal ba 5o sad oo 5 siews 5l saliinl b
NO VP iy 5 anlss o VTP Pruning ;o sad Jlad e glys Oaiaen ool sass S Jlas
S [0S &l g3 J5SI Ga S GusSae sl € el S5 4 a3Y aulad suliinl pruning
s 8 s sieud (slal) 5u N0 =le S adl S e

90 oo Badisw 50 2 VTP s Sy fls gums a8 50
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SwitchB>enable

SwitchB#configure terminal
SwitchB(config)#tvtp domain MTR
SwitchB(config)#tvtp password cisco
SwitchB(config)#tvtp version 2
SwitchB(config)#tvtp mode client

S wsdioe dasie wadl sugal 4ol Babdsw s 5 olhsiws ghal s o S
oS 5 ey 4l Julo 4 il swsu S usls L st eoal olsie & VIP4 Lgs e Mode
e VTP s (o 5 paddine oo laalals 3 sy Jlae! (K6l @S 4 &5 50 Mode
Ehs © st (AT Glie © laa i 1, Mode a4 bgse gt 13 sl
i e Jlac!

OBy cws Sl s e ol aly lad 4 gl g VP mode client [ giis 31 Gy
a8 go LVLIAN L5 olailsis 5 b g0 el

Goo o omdd S 358 ol Jlael 51 Gy sl S oo VTP Slae dipb a5 510
awlas saaline 50 Badse 5o 1) 5 o] 40 win 35k 5 00 500 slagl A 8 s 59 LAVLAN

SwitchA>enable
SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config)#name Test
SwitchA(config)#tend
SwitchA#write

anlas saaline 1y 535 2 soa a0 B gdisen soshow vian ;s 5 solinal b

SwitchB#show vlan

VLAN Name Status Ports

1 default active Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13,
Fa0/14, Fa0/15, Fa0O/l6, Fa0/17,
Fa0/18, Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23,Fa0/24

2 Personnel active Fa0/2, Fa0/3, Fa0/4
3 Finance active Fa0/5, FaO/6, Fa0/7
10 Test active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active

1005 trnet-default active
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VTP Server

VTP Version: 2

Domain: MTR

Password. cisco
WTP Pruning: Enable

Trunk

VTP Client
VTP Version: 2
Domain: MTR
Password: cisco
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:Command Reference  yiwa pa 50

Configuring a VTP Server
Command Purpose
Step 1 |configure terminal | Enter global configuration mode.
Step 2 |vtp mode server Configure the switch for VTP server mode (the default).
Step 3 |vtp domain Configure the VTP administrative-domain name. The name can
domain-name be from 1 to 32 characters. All switches operating in VTP server
or client mode under the same administrative responsibility
must be configured with the same domain name.
Step 4 |vtp password (Optional) Set the password for the VTP domain. The password
password can be from 8 to 64 characters.
Step 5 |vtp version 2 Enable VTP version 2 on the switch.
VTP version 2 is disabled by default on VTP version 2-capable
switches.
Step 6 |vtp pruning Enable pruning in the VTP administrative domain.
By default, pruning is disabled. You need to enable pruning on
only one switch in VTP server mode.
Step7 |end Return to privileged EXEC mode.
Step 8 |show vtp status Verify your entries in the VTP Operating Mode and the VTP
Domain Name fields of the display.
Configuring a VTP Client
Command Purpose
Step 1 configure terminal | Enter global configuration mode.
Step 2 vtp version 2 Enable VTP version 2 on the switch.
Step 3 vtp mode client Configure the switch for VTP client mode. The default setting
is VTP server.
Step 4 vtp domain (Optional) Enter the VTP administrative-domain name. The
domain-name name can be from 1 to 32 characters. This should be the same
domain name as the VTP server.
Step 5 vtp password (Optional) Enter the password for the VTP domain.
password
Step 6 end Return to privileged EXEC mode.
Step 7 show vtp status Verify your entries in the VTP Operating Mode and the VTP
Domain Name fields of the display.
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Bridge Priority | System ID Ext. MAC Address
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Switch(config)# spanning-tree vlan vian-id root primary
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Switch(config)# spanning-tree vlan vian-id root secondary
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SwitchC>enable

SwitchC#configure terminal

SwitchC(config)#vtp domain MTR

SwitchC(config)#vtp password cisco

SwitchC(config)#vtp version 2

SwitchC(config)#tvtp mode client

SwitchC(config)#interface range fastethernet0/23 - 24
SwitchC(config-if-range)#switchport mode trunk
SwitchC(config-if-range)#switchport trunk encapsulation dotlq
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SwitchC(config-if-range)#tend
SwitchC#write

Saoab o el a5 b sl wsa s (alaiA VIANS, 50 was 0 8 sl b
e mhse 555 52 VLAN (ol Gy caans 518 (8 5550 HES ) 0558 cl e assls auad
VIP lsie & € Agdgm §low wl wuaa VLANGLa) s g salsa 00508 Cy A

2o wulad o Jac Server

SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vlan 4
SwitchA(config-vlan)#name tourism
SwitchA(config-vlan)#end
SwitchA#

22 o8 1 R S el Hasm 4 Juale o5 s TrUNKe ;5 casan VLANGLa) 51

pled (oo g S A i gs (595

SwitchA>enable

SwitchA#configure terminal

SwitchA(config)#interface fastethernet0/24
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk encapsulation dotlq
SwitchA(config-if)#Description ***Connected to Switch C***
SwitchA(config-if)#Interface fastethernet0/15
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 4
SwitchA(config-if)#Description ***Connected to Server 2***
SwitchA(config-if)#end

SwitchA#twrite
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SwitchC>enable

SwitchC#configure terminal
SwitchC(config)#interface range fastethernet0/1 - 10
SwitchC(config-if-range)#switchport mode access
SwitchC(config-if-range)#switchport access vlan 4
SwitchC(config-if-range)#end

SwitchC#write

paled (oo s Sy Crtiipn b bLS,! (5,185 g Bl gow (55 2 2 Trunkes 5y S

SwitchB>enable

SwitchB#configure terminal

SwitchB(config)#interface fastethernet0/24
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk encapsulation dotlq
SwitchB(config-if)#Description ***Connected to Switch C***
SwitchB(config-if)#end

SwitchB#write
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#spanning-tree mode rapid-pvst
SwitchA(config)#spanning-tree vlan 1
SwitchA(config)#spanning-tree vian 2
SwitchA(config)#spanning-tree vlan 3
SwitchA(config)#spanning-tree vlan 4
SwitchA(config)#spanning-tree vlan 1 root primary
SwitchA(config)#spanning-tree vlan 2 root primary
SwitchA(config)#spanning-tree vlan 3 root secondary
SwitchA(config)#spanning-tree vlan 4 root secondary
SwitchA(config)#tinterface range fastethernet 0/2 — 23
SwitchA(config-if-range)#spanning-tree portfast
SwitchA(config-if-range)#tend

SwitchA#write

5 89as CATI Ly wbye S VLAN ;2 ¢35l 4 RPVST+ S5 5 asils o &S shailea
S Sy led Lo wled o hald S5 o) 50 VLAN Gl g ses Glad puleal s 15 STARS , I
S ;g s Olsie 4 1) St gla @ 51 (S VLAN A 215 5 ail 55 (oo Lat STP
ulas

YLl suiiS 5158 5 sl OB 4aul o @b o lite VIAN ;o (ol 5 i g sn S
asass el Lo, S8 olds opl oss aalsd o glite STAdL g, o ¢l 4 50 Trunk
SLaal e 1, Load Balancing cuwmla 5 sws K LSl alas 51 losas suliil GI€al gyaal
Ay o Hl8 L

15 LVLAN diy ;) g pou poliaial ailad s o Load Balancing 51 5o L 4l gl
pnled (oo aun&i B G A gl gen O

Sose Accessylsie 4 S plac, g anls o portfast gias 5 soliiel b ouiaas
O LIS G sulel cie yuw (I8l Bl 5 o0 sad Bia STPa s 51 1) i, o L5 suliil

19 S el s



sborlarub s oo

SwitchB>enable

SwitchB#configure terminal
SwitchB(config)#spanning-tree mode rapid-pvst
SwitchB(config)#tspanning-tree vlan 1
SwitchB(config)#tspanning-tree vlan 2
SwitchB(config)#spanning-tree vlan 3
SwitchB(config)#spanning-tree vlan 4
SwitchB(config)#spanning-tree vlan 3 root primary
SwitchB(config)#spanning-tree vlan 4 root primary
SwitchB(config)#spanning-tree vlan 1 root secandary
SwitchB(config)#spanning-tree vlan 2 root secondary
SwitchA(config)#tinterface range fastethernet 0/2 — 23
SwitchA(config-if-range)#spanning-tree portfast
SwitchB(config-if-range)#end

SwitchB#write

SLVLAN ol 5 VAN 155 5 (a8 Ghay oo sem RAPid PVSTH 2iii€ oS ghailea
wuT5 U Les obd] cga 358 ol sty ghhal 1 el Jlad oS o olasl lad e g3 <<
il o STPUS 5 (55

olaxl VLAN 3&4aiy, gdgw olsie @ |, Bgdgw o0t primary, gics b s
o3 50 VLAN 1&2 5luiiy ol sie 4 1) g ges FOOE s€CONDANY ) sis b Crans 5 aza gad
Gl iy ghsw Olsie © Badisw Agbsw ad polh Dlae 5l oose Ho ais S
s o AT §2 SLVLAN

el (oo (sab S ) @ g 5 1, C i

SwitchC>enable

SwitchC#configure terminal
SwitchC(config)#spanning-tree mode rapid-pvst
SwitchC(config)#spanning-tree vlan 1
SwitchC(config)#spanning-tree vlan 2
SwitchC(config)#spanning-tree vlan 3
SwitchC(config)#spanning-tree vlan 4
SwitchA(config)#interface range fastethernet 0/1 — 22
SwitchA(config-if-range)#spanning-tree portfast
SwitchC(config-if-range)#end

SwitchCtwrite
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:Command Reference ol giws aaie

En

abling Rapid PVST+

Command

Purpose

Step 1

switch# configure
terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree mode rapid-pvst

Enables Rapid PVST+ on the switch. Rapid PVST+ is the
default spanning tree mode.

Enabling Rapid PVST+ per VLAN

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan-range

Enables Rapid PVST+ (default STP) on a per VLAN basis.
The vian-range value can be 2 through 4094

Disable Rapid PVST+ per VLAN

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# no
spanning-tree vian-range

Disables Rapid PVST+ on the specified VLAN.

Config

uring the Root Bridge ID

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan vlan-range root
primary [diameter dia
[hello-time hello-time]]

Configures a software switch as the primary root bridge.
The vlan-range value can be 2 through 4094 (except
reserved VLAN values.) The dia default is 7. The hello-
time can be from 1 to 10 seconds, and the default value
is 2 seconds.

secondary root bridge

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan vlan-range root
secondary [diameter dia
[hello-time hello-time]]

Configures a software switch as the secondary root
bridge. The vian-range value can be 2 through 4094
(except reserved VLAN values.) The dia defaultis 7. The
hello-time can be from 1 to 10 seconds, and the default
value is 2 seconds.
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Configuring the Rapid PVST+ Port Priority

Command Purpose
Step 1 |switch# configure terminal |Enters configuration mode.
Step 2 |switch(config)# interface  |Specifies the interface to configure, and enters the
type slot/port interface configuration mode.
Step 3 | switch(config-if)# Configures the port priority for the LAN interface. The
spanning-tree [vlan vian- | priority value can be from 0 to 224. The lower the
list] port-priority priority value, the higher the priority. The priority values are 0,
32, 64, 96, 128, 160, 192, and 224. All other values are
rejected. The default value is 128.
Configuring the Rapid PVST+ Pathcost Method and Port Cost
Command Purpose
Step 1 |switch# configure terminal |Enters configuration mode.
Step 2 |switch(config)# spanning- |Selects the method used for Rapid PVST+ pathcost
tree pathcost method calculations. The default method is the short method.
{long | short}
Step 3 |switch(config)# interface  |[Specifies the interface to configure, and enters the
type slot/port interface configuration mode.
Step 4 |switch(config-if)# Configures the port cost for the LAN interface. The cost

spanning-tree [vlan vian-
id] cost [value | auto]

value, depending on the pathcost calculation method,
can be as follows:

. short—1 to 65535

e  long—1 to 200000000

Note You configure this parameter per port on access
ports and per VLAN on trunk ports.

The default is auto, which sets the port cost on both the
pathcost calculation method and the media speed.
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#twrite

I plsS 5 5 00 S Jeale mhsn 4 1) s slagmd il s wlsl cau Sy 5 o

aloe & 10 baa 5 (g aiS Jesie Laged gu D) aliS 58 4 1) 555 auilsi oo S 2 5o

SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#interface fastethernet 0/15
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 2
SwitchA(config-if)#interface fastethernet 0/16
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 3
SwitchA(config-if)#interface fastethernet 0/17
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 4
SwitchA(config-if)#interface fastethernet 0/18
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#write
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Router>enable

Router#configure terminal

Router(config)#tinterface fastethernet 0/0

Router(config-if)#ip address 192.168.200.1 255.255.255.128
Router(config-if)#description *** Connected to vlan 2 ***
Router(config-if)#no shutdown

Router(config-if)#interface fastethernet 0/1
Router(config-if)#ip address 192.168.200.129 255.255.255.128
Router(config-if)#description *** Connected to vlan 3 ***
Router(config-if)#no shutdown

Router(config-if)#interface ethernet 0/0/0

Router(config-if)#ip address 192.168.201.1 255.255.255.128
Router(config-if)#description *** Connected to vlan 4 ***
Router(config-if)#no shutdown

Router(config-if)#interface ethernet 0/1/0

Router(config-if)#ip address 192.168.201.129 255.255.255.128
Router(config-if)#description *** Connected to vlan 10 ***
Router(config-if)#no shutdown

Router(config-if)#end

Router#write
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Router>en

Router#configure terminal

Router(config)# ip routing

Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.201.130
Router(config)#tend

Router#

W8S s iy oo Routing olilee i Jad aeliip routing | sicus

Sleare oy, S b wud Default Gateway s s slys sad soliil | gicus
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Router#tshow ip route

192.168.200.0/25 is subnetted, 2 subnets

C 192.168.200.0 is directly connected, FastEthernet0/0

C  192.168.200.128 is directly connected, FastEthernet0/1
192.168.201.0/25 is subnetted, 2 subnets

C  192.168.201.0 is directly connected, Ethernet0/0/0

C  192.168.201.128 is directly connected, Ethernet0/1/0

S* 0.0.0.0/0 [1/0] via 192.168.201.130

Router#
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Configuring Fast Ethernet and Gigabit Ethernet Interfaces

Command or Action Purpose
Step 1 |[Router>enable Enables privileged EXEC mode.
. Enter your password if prompted.
Step 2 |Router# show ip interface brief Displays a brief status of the interfaces that are
configured for IP.
e Learn which type of Ethernet interface is on
your router: Fast Ethernet or Gigabit Ethernet.
Step 3 | Router# configure terminal Enters global configuration mode.
Step 4 |interface {fastethernet | Specifies the Ethernet interface and enters
gigabitethernet} 0/port interface configuration mode.
Example: Note For information on interface numbering,
Router(config)# interface see the quick start guide that shipped with your
fastethernet 0/1 router.
Example:
Router(config)# interface
gigabitethernet 0/0
Step 5 |description string (Optional) Adds a description to an interface
Example: configuration.
Router(config-if)# description FE e The description helps you remember what
int to 2nd floor south wing is attached to this interface. The description can
be useful for troubleshooting.
Step 6 |ip address ip-address mask Sets a primary IP address for an interface.
Example:
Router(config-if)# ip address
172.16.74.3 255.255.255.0
Step 7 |no shutdown Enables an interface.
Example:
Router(config-if)# no shutdown
Step 8 |Router(config)# end Returns to privileged EXEC mode.
Step 9 |Router# show ip interface brief Displays a brief status of the interfaces that are

configured for IP.
e Verify that the Ethernet interfaces are up
and configured correctly.

Specifying a Default Route or Gateway of Last Resort

Command or Action

Purpose

Step 1

Router> enable

Enables privileged EXEC mode.
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Specifying a Default Route or Gateway of Last Resort

e Enter your password if prompted.

Step 2

Router# configure terminal

Enters global configuration mode.

Step 3

Router(config)# ip routing

Enables IP routing.

Step 4

ip route dest-prefix mask next-
hop-ip-address [admin-distance]
[permanent]

Example:

Router(config)# ip route
192.168.24.0 255.255.255.0
172.28.99.2

Establishes a static route.

Step 5

ip default-network network-
number

or

ip route dest-prefix mask next-
hop-ip-address

Example:

Router(config)# ip default-
network 192.168.24.0
Example:

Router(config)# ip route 0.0.0.0
0.0.0.0172.28.99.1

Selects a network as a candidate route for
computing the gateway of last resort.

Creates a static route to network 0.0.0.0 0.0.0.0
for computing the gateway of last resort.

Step 6

Router(config)# end

Returns to privileged EXEC mode.

Step 7

Router# show ip route

Displays the current routing table information.
e Verify that the gateway of last resort is set.
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)}#end

SwitchA#write

oo pwlie soliinl WVIANALS Jlasl gl S5a, oubisil & 5l b Ll

G S Trunkgus il (S5, o glisw on TrunkJlasl @5l 51 Guy @) saisl

sals yalaial VLAN & 4 | subinterface ;a5 a0 S and ks o, 90 slasubinterface
xS e suliinl o1 51 Default Gateway ¢l s

Router>enable

Router#configure terminal

Router(config)#tinterface fastethernet 0/0

Router(config-if)#no shutdown

Router(config-if)#interface fastethernet 0/0.1
Router(config-subif)#encapsulation dotlq 2

Router(config- subif)#ip address 192.168.200.1 255.255.255.128
Router(config-subif)#description *** Connected to vlan 2 ***
Router(config-subif)#interface fastethernet 0/0.2
Router(config-subif)#encapsulation dotlq 3
Router(config-subif)#ip address 192.168.200.129 255.255.255.128
Router(config-subif)#description *** Connected to vlan 3 ***
Router(config-subif)# interface fastethernet 0/0.3
Router(config-subif)#encapsulation dotlq 4
Router(config-subif)#ip address 192.168.201.1 255.255.255.128
Router(config-subif)#description *** Connected to vlan 4 ***
Router(config-subif)# interface fastethernet 0/0.4
Router(config-subif)#encapsulation dotlq 10
Router(config-subif)#ip address 192.168.201.129 255.255.255.128
Router(config-subif)#description *** Connected to vlan 10 ***
Router(config-subif)# interface fastethernet 0/0.5
Router(config-subif)#encapsulation dotlq 1 native
Router(config-subif)#description *** Native VLAN ***
Router(config-subif)#z

Router(config-subif)#end

Router#fwrite
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SwitchA>enable

SwitchA#configure terminal

SwitchA(config)#interface fastethernet 0/19
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk encapsulation dotlq
SwitchA(config-if)#end

SwitchA#write

398 sad peddie slagh 5l sue ldaale IPLusel oS s sl G ol <l gl
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Router>en

Router#tconfigure terminal

Router(config)# ip routing

Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.201.130

W8S 5o Sy o9 el slilae ud Jlad celiip routing | st
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Routert#tsh ip route

192.168.200.0/25 is subnetted, 2 subnets

C  192.168.200.0 is directly connected, FastEthernet0/0.1

C 192.168.200.128 is directly connected, FastEthernet0/0.2
192.168.201.0/25 is subnetted, 2 subnets

C  192.168.201.0 is directly connected, FastEthernet0/0.3

C 192.168.201.128 is directly connected, FastEthernet0/0.4

S* 0.0.0.0/0[1/0] via 192.168.201.130

Router#
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Ethernet VLAN Subinterface

Command or Action

Purpose

Step 1

Router> enable

Enables privileged EXEC mode.
e  Enter your password if prompted.

Step 2

Router# configure terminal

Enters global configuration mode.

Step 3

interface type number [name-
tag]

Example:

Router(config)# interface
fastethernet 1/0.1

Configures an interface type and enters
interface or subinterface configuration
mode.

Step 4

encapsulation dotlq vian-id
[native]

Example:
Router(config-subif)#
encapsulation dotlq 10

Enables IEEE 802.1Q encapsulation of traffic
on a specified subinterface in a VLAN.
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#fwrite

Lyl o8 sl (Soiud slac, g 5 soliind & 3l Sou (S ool A
O Trunke¥las! jass 51585 s Multilayergs se S iy s ansls LWVLAN o
A oo culi Inter-VLAN Routing 5l ol 5 sl dagd gen

Multilayer g saw 5o .adl sad slas) @b s 5o o SbLie VLAN WL SVI alasl ) a3
Default Gateway lsic 4 5 sogad oloo) SVIgHlas Luwdyinl & VLIANa (150 @
ks e s S VLAN T slacadS

SwitchA#

SwitchA#configure terminal

SwitchA(config)#tinterface vlan 2

SwitchA(config-if)#ip address 192.168.200.1 255.255.255.128
SwitchA(config-if)#interface vlan 3

SwitchA(config-if)#ip address 192.168.200.129 255.255.255.128
SwitchA(config-if)#interface vlan 4

SwitchA(config-if)#ip address 192.168.201.1 255.255.255.128
SwitchA(config-if)#interface vlan 10

SwitchA(config-if)#ip address 192.168.201.129 255.255.255.128
SwitchA(config-if)#end

SwitchA#twrite

VLAN oI5l & (silae sudsiul S dnterface ) gics b gs wb SVIska!
.aulas ulasl VLAN Database s o5 90

1L Multilayergs s Default Route()lsic o ADSLauge (usad adidne oy
Awlas Jlael 1) 55 ol siaws

SwitchA#
SwitchA#configure terminal
SwitchA(config)#ip default-network 192.168.201.130
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SwitchA#show ip route

192.168.200.0/25 is subnetted, 2 subnets
C 192.168.200.0 is directly connected, Vlan2
C  192.168.200.128 is directly connected, Vlan3
192.168.201.0/24 is variably subnetted, 3 subnets, 2 masks
C 192.168.201.0/25 is directly connected, Vlan4
C  192.168.201.128/25 is directly connected, Vlan10
S 192.168.201.0/24 [1/0] via 192.168.201.130
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Command Reference , giwus g2 30

Adding a SVI Interface

Command Purpose
Step 1 |configure terminal Enter global configuration mode
Step 2 |interface vlan vlan-id Enter interface configuration mode
Step 3 |description string (optional)Add a description for an interface.
Step 4 |ip address ip-address mask Sets IP address for a SVI.
Example:

Router(config-if)# ip address
172.16.74.3 255.255.255.0

Step 5 |end Return to privileged EXEC mode.

Step 6 |show interfaces interface-id Verify your entry.
description
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192.168.10.0 /24
Subnet IP Range First/End Net ID /Broadcast
IP Address
1 192.168.10.0 /27 192.168.10.1 192.168.10.0
192.168.10.30 192.168.10.31
2 192.168.10.32 /27 192.168.10.33 192.168.10.32
192.168.10.62 192.168.10.63
3 192.168.10.64 /26 192.168.10.65 192.168.10.64
192.168.10.126 192.168.10.127
4 192.168.10.128 /25 192.168.10.129 192.168.10.128
192.168.10.254 192.168.10.255
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Tehran>enable

Tehran#configure terminal
Tehran(config)#interface fastEthernet 0/0
Tehran(config-if)#no shutdown
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Tehran(config-if)#interface f0/0.2
Tehran(config-subif)#encapsulation dot1Q 2
Tehran(config-subif)#ip address 172.16.12.1 255.255.255.0
Tehran(config-subif)#inter f0/0.3
Tehran(config-subif)#encapsulation dot1Q 3
Tehran(config-subif)# ip address 172.16.13.1 255.255.255.0
Tehran(config-subif)#inter f0/0.4
Tehran(config-subif)#encapsulation dot1Q 4
Tehran(config-subif)# ip address 172.16.14.1 255.255.255.0
Tehran(config-subif)#inter f0/0.5
Tehran(config-subif)#encapsulation dot1Q 5
Tehran(config-subif)# ip address 172.16.15.1 255.255.255.0
Tehran(config-subif)#end

Tehran#write

aalsa 55 o, sas Show ip address | sics o 555 « Subinterface guu Sy 5 G

R

Tehran#show ip route
<... Output Omitted...>

172.16.0.0/24 is subnetted, 4 subnets
C 172.16.12.0 is directly connected, FastEthernet0/0.2
C 172.16.13.0 is directly connected, FastEthernet0/0.3
C 172.16.14.0 is directly connected, FastEthernet0/0.4
C 172.16.15.0 is directly connected, FastEthernet0/0.5
Tehran#
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface serial 0/0/0
Tehran(config-if)#no shutdown

Tehran(config-if)#clock rate 2000000

Tehran(config-if)#ip address 172.16.20.1 255.255.255.252
Tehran(config-if)#tinterface serial 0/1/0
Tehran(config-if)#no shutdown

Tehran(config-if)#clock rate 2000000

Tehran(config-if)#ip address 172.16.20.5 255.255.255.252
Tehran(config-if)#end

Tehran#write

e 9 (SO B9 s Sy ¢l as g, (0 Vs

Rey>enable

Rey#configure terminal

Rey(config)#tinterface fastEthernet 0/0
Rey(config-if)#no shutdown

Rey(config-if)#ip address 192.168.100.1 255.255.255.0
Rey(config-if)#interface serial 0/0/0

Rey(config-if)#no shutdown

Rey(config-if)#clock rate 128000

Rey(config-if)#ip address 172.16.20.9 255.255.255.252
Rey(config-if)#interface serial 0/1/0

Rey(config-if)#no shutdown

Rey(config-if)#ip address 172.16.20.2 255.255.255.252
Rey(config-if)#end

Rey#write

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 192.168.200.1 255.255.255.0
Mashhad(config-if)#interface serial 0/0/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 172.16.20.6 255.255.255.252
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 172.16.20.10 255.255.255.252
Mashhad(config-if)#end
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Tehran#ping 192.168.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Tehran#
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Tehran#configure terminal

Tehran(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.2
Tehran(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.6
Tehran(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
Tehran(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.6 5
Tehran(config)#
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Rey>enable

Reyt#tconfigure terminal

Rey(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.1
Rey(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.1 5
Rey(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.10 5
Rey(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.10
Rey(config)#end

Rey#write
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Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.5

Mashhad(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.9

Mashhad(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.9 5

Mashhad(config)# ip route 192.168.100.0 255.255.255.0 172.16.20.5 5 Mashhad(config)#end
Mashhad#write

S Jladod wlsa dayis, 3 alS o s Laud 51 S L8 Ping cose 5o Yia
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Tehran#ping 192.168.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/8/22 ms
Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/16 ms

Tehran#
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Tehran#show ip route
<... Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
C  172.16.12.0/24 is directly connected, FastEthernet0/0.2
C  172.16.13.0/24 is directly connected, FastEthernet0/0.3
C  172.16.14.0/24 is directly connected, FastEthernet0/0.4
C  172.16.15.0/24 is directly connected, FastEthernet0/0.5
C  172.16.20.0/30 is directly connected, Serial0/0/0
C  172.16.20.4/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.2
S 192.168.200.0/24 [1/0] via 172.16.20.6
Tehran#

Rey#show ip route
Gateway of last resort is not set
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

S 172.16.12.0/22 [1/0] via 172.16.20.1
C  172.16.20.0/30 is directly connected, Serial0/1/0

! Timed out
% Unreachable
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C  172.16.20.8/30 is directly connected, Serial0/0/0
C 192.168.100.0/24 is directly connected, FastEthernet0/0
S 192.168.200.0/24 [1/0] via 172.16.20.10

Mashhad#show ip route
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
S 172.16.12.0/22 [1/0] via 172.16.20.5
C  172.16.20.4/30 is directly connected, Serial0/0/0
C  172.16.20.8/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.9
C 192.168.200.0/24 is directly connected, FastEthernet0/0
Mashhad#

lasicas Lais oS audly odgal o8 S90S Gla ) Lk S5 (ghan 4 Su S a8 osa
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Tehran#show running-config

<...Output Omitted...>

|

ip classless

ip route 192.168.100.0 255.255.255.0 172.16.20.6 5
ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
ip route 192.168.100.0 255.255.255.0 172.16.20.2
ip route 192.168.200.0 255.255.255.0 172.16.20.6

|

<...Output Omitted...>

Rey#show running-config

<...Output Omitted...>

|

ip classless

ip route 172.16.12.0 255.255.252.0 172.16.20.1

ip route 172.16.12.0 255.255.252.0 172.16.20.10 5
ip route 192.168.200.0 255.255.255.0 172.16.20.10
ip route 192.168.200.0 255.255.255.0 172.16.20.1 5
<...Output Omitted...>

Mashhad#show running-config

<...Output Omitted...>
!
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ip classless

ip route 172.16.12.0 255.255.252.0 172.16.20.5

ip route 172.16.12.0 255.255.252.0 172.16.20.9 5
ip route 192.168.100.0 255.255.255.0 172.16.20.9
ip route 192.168.100.0 255.255.255.0 172.16.20.5 5
|

<...Output Omitted...>
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Tehran#sh ip route
<...Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.16.12.0/24 is directly connected, FastEthernet0/0.2
172.16.13.0/24 is directly connected, FastEthernet0/0.3
172.16.14.0/24 is directly connected, FastEthernet0/0.4
172.16.15.0/24 is directly connected, FastEthernet0/0.5
172.16.20.0/30 is directly connected, Serial0/0/0
192.168.100.0/24 [1/0] via 172.16.20.2

wuooooon




S 192.168.200.0/24 [5/0] via 172.16.20.2
Tehran#

Mashhad#sh ip route
<...Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
S 172.16.12.0/22 [5/0] via 172.16.20.9
C  172.16.20.8/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.9
C 192.168.200.0/24 is directly connected, FastEthernet0/0
Mashhad#
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Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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s S o aala i Tl Luyol PING e Tase Gusal wnlas oo J35, Jals 3 s
5 Ol Sl Gag flsS Glod Wis e o Jluwy) wale 4Sud sy 4 o) s 1 G
172.16.20.1 @i lase (ol canled Gl S35, b s aguie 4Sut PING < aludl S sgutie
Saslos gas (Byme |y wils IPGusal Gal Jolds €€ hSuts sgutie 5555 4 Lo LT Lag walsa
lasdil 4l 50 15 agdio 5555 s S ol DD Gy o walsa & Slsa Lalws
Sl agdon 55 bu s 9 aguion S Gl S50 e 58wl g5 4l (gl 525l Gl o
Sl slagusal (Boas i 4l Joltasls o) Ol da ol g9 WS PINg 1, ol sl

Yy,
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Ofaad g (honte Db Hud LAl sely Sl o)l 2 gl G L ol anlas LS, on
g PING Hgina B 4S cl cpl a8l (oo cad walga 595 plie ) Sl saliinl
S o s0liial (B gy Caad Sl lasioad (ghdya L Lo aSiol Juls 0 i€ soliiol 435 iy
w2 O 15 PING J siees uksl wbs 48l da 53 L 438 5y & gams PING 31 suliieal (515
salsaohs Led 31 Lajially alad el3) 0 PING @hsm col o amlad u)ly oS Sk
sar 438w Enter wiS (05 b cnas dalal 1 OIS waal g2 oo (358 Gl saalie b SIS o
s i s galaidl Rl 4l 5B us e Hlale il po o salsl st o g 4G,
ol "l pae 4 ),y s Extended commands [N]: e Ol so asdls aals
e S aslas uylg 1, sl Guoel 5 Source address or interface: jiel )l sl o suged

Al sud GAlld wale S,

Tehrant#tping

Protocol [ip]:

Target IP address: 192.168.200.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.12.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.12.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/14 ms

Tehran#

ouiens BB Gl S ol Sad wal sad  olulid agdie ), b g3 4 172.16.12.1

2353 aal g

! Extended
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Ping Character Description

Character Description

! Each exclamation point indicates receipt of a reply.

Each period indicates the network server timed out while waiting for a reply.

V] A destination unreachable error PDU was received.

Q Source quench (destination too busy).

M Could not fragment.

? Unknown packet type.

& Packet lifetime exceeded.
‘ Ping Command Field Descriptions ‘
| Field Description |

Prompts for a supported protocol. Enter appletalk, clns, ip, novell,

Protocol [ip]: . P
rotocol [ip] apollo, vines, decnet, or xns. The default is ip.

Prompts for the IP address or host name of the destination node you
plan to ping. If you have specified a supported protocol other than IP,
enter an appropriate address for that protocol here. The default is
none.

Target IP address:

Number of ping packets that are sent to the destination address. The

Repeat count [5]: default is 5

D .
atagram size Size of the ping packet (in bytes). Default: 100 bytes.

[100]:

Timeout in seconds | Timeout interval. Default: 2 (seconds). The ping is declared successful
[2]: only if the ECHO REPLY packet is received before this time interval.
Extended Specifies whether or not a series of additional commands appears. The
commands [n]: default is no.

The interface or IP address of the router to use as a source address for
the probes. The router normally picks the IP address of the outbound
interface to use. The interface can also be mentioned, but with the

Source address or
interface:
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Ping Command Field Descriptions

correct syntax as shown here:

Source address or interface: ethernet 0

Note: This is a partial output of the extended ping command. The
interface cannot be written as e0.

Type of service [0]:

Specifies the Type of Service (ToS). The requested ToS is placed in each
probe, but there is no guarantee that all routers process the ToS. It is
the Internet service's quality selection. The default is 0.

Set DF bitin IP
header? [no]:

Specifies whether or not the Don't Fragment (DF) bit is to be set on the
ping packet. If yes is specified, the Don't Fragment option does not
allow this packet to be fragmented when it has to go through a segment
with a smaller maximum transmission unit (MTU), and you will receive
an error message from the device that wanted to fragment the packet.
This is useful for determining the smallest MTU in the path to a
destination. The default is no.

Validate reply data?
[no]:

Specifies whether or not to validate the reply data. The default is no.

Data pattern
[OxABCD]

Specifies the data pattern. Different data patterns are used to
troubleshoot framing errors and clocking problems on serial lines. The
default is [0XxABCD].

Loose, Strict,
Record, Timestamp,
Verbose[none]:

IP header options. This prompt offers more than one option to be
selected. They are:

e  Verbose is automatically selected along with any other
option.

e  Record is a very useful option because it displays the
address(es) of the hops (up to nine) the packet goes through.

®  Loose allows you to influence the path by specifying the
address(es) of the hop(s) you want the packet to go through.

e  Strict is used to specify the hop(s) that you want the packet to
go through, but no other hop(s) are allowed to be visited.

e  Timestamp is used to measure roundtrip time to particular
hosts.

The difference between using the Record option of this command and
using the traceroute command is that, the Record option of this
command not only informs you of the hops that the echo request (ping)
went through to get to the destination, but it also informs you of the
hops it visited on the return path. With the traceroute command, you
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Ping Command Field Descriptions ‘

do not get information about the path that the echo reply takes. The
traceroute command issues prompts for the required fields. Note that
the traceroute command places the requested options in each probe.
However, there is no guarantee that all routers (or end nodes) process
the options. The default is none.

Allows you to vary the sizes of the echo packets that are sent. This is
used to determine the minimum sizes of the MTUs configured on the
nodes along the path to the destination address. Performance problems
caused by packet fragmentation is thus reduced. The default is no.

Sweep range of
sizes [n]:

Each exclaimation point (!) denotes receipt of a reply. A period (.)
i denotes that the network server timed out while waiting for a reply.
Refer to ping characters for a description of the remaining characters.

Success rate is 100 | Percentage of packets successfully echoed back to the router. Anything

percent less than 80 percent is usually considered problematic.

round-tri . L . .

min/avg/Fr)nax _ Round-trip travel time intervals for the protocol echo packets, including
- minimum/average/maximum (in milliseconds).

1/2/4 ms / ge/ ( )

Static Route

Command or Action Purpose

Enables privileged EXEC mode.
e Enter your password if
prompted.

Step 1 |enable

Enters global configuration
mode.

Step 2 |configure terminal

Step 3 |ip routing Enables IP routing.
Example:

Router(config)# ip routing

Step 4 |ip route dest-prefix mask next-hop-ip-address Establishes a static route.
[admin-distance] [permanent]
Example:

Router(config)# ip route 192.168.24.0

255.255.255.0 172.28.99.2

Step 5 |end Returns to privileged EXEC
mode.
Step 6 |show ip route Displays the current routing

Example:
Router# show ip route

table information.
e  Verify that the gateway of
last resort is set.
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172.16.12.0 /24
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

192.168.100.1 /24

S0/0/0
172.16.20.9 /30

S0/1/0
172.16.20.5 /30

S0/1/0
172.16.20.10 /30

192.168.200.1 /24
soliil Overloading cdla 5o NAT 51wl 138w sls Public ol S Lads Lo o<yl Juls 4
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface serial 0/2/0
Tehran(config-if}#no shutdown

Tehran(config-if)#ip address 200.200.2.1 255.255.255.252
Tehran(config-if)#end

Tehran#write

Default ;nals b .aulas Loy, alas sls Default Route (s 4 alud) Wb Yla

il 9 ga 5o 555 (elos Jgan 59 OF walle uyol 4S a5 4 sl SIROULE

wlas oo Jl,) Default Route (u,ul 157 cicws Biaa slas 35,

Tehran>enable

Tehran#configure terminal

Tehran(config)#ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#tend

Tehran#write

Rey>enable

Reyt#tconfigure terminal

Rey(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.1
Rey(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.10 5
Rey(config)#end

Rey#write

il e Backup slacsil o) soliiol 1K) aliss ADL Default Route g (i 5 Julo

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.5
Mashhad(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.9 5
Mashhad(config)#end

Mashhad#write

slasiss e 1, 200.200.2.0/30 ot Lo 4Siul azule (358 Jalye aladl 3 u
wouud) ping IKs) Default Route sgay uls 0 s aloa S Fore sgdie 5 (soeD
Sl oo aaly8 agdie 5 5o Lo, 31 200.200.2.1

YY#
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Mashhad#ping 200.200.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.200.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/11/23 ms

4 i OSel ls el aalss 200.200.200.1 eyl Ping Gl 4 s
Blisad el & piens pue Julo adb b ol Ol L, sl o5l glage,l
NAT (g5l sl 45 aladl Lo e (pran 45 sl o ciiyil 5o Private Gusul goss (ol
b (oo el Juale ISP 4 &€ 01565 5355 pudsil 50 o2

Oled 9 Fss lacallad B aiS =8s 55 ssead 4 NATGuw Sy 4 pod 5 U3
g o gio 1) NAT acunilSe 5 soliil

Inside Local i Inside Global ,

Local u.
Network .
etwor Qutside Local

S —

Internet
Qutside Global

_

Private Network I Public Network
|

b il G S Geddie 4 5l i, oo NATAwKs (6l i€ o diadle «S ) shailan

s Gaes 4 aabe outside glgie 4 agsa Guad il o inside olgie 4 gusus

inside loie 4 1, o, JSos slagwijinl g Outside ;gie 4 15 ISP 4 Jaio uid il
AS e i Sy

Tehran>enable

Tehran#configure terminal
Tehran(config)#interface range fastEthernet 0/0.2 - fa0/0.5
Tehran(config-if-range)#ip nat inside
Tehran(config-if-range)#interface serial 0/0/0
Tehran(config-if)#ip nat inside
Tehran(config-if)#inter serial 0/1/0
Tehran(config-if)#ip nat inside
Tehran(config-if)#tinterface serial 0/2/0
Tehran(config-if)#ip nat outside
Tehran(config-if)#end

Tehran#write
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Ciiyns & alih NAT s3lal sllach cga 53 5550 31 sl €€t 0503 Gad e 5l
amlad oo NAT slilae 5 T Assign (e 5 Access List

Tehran>enable

Tehran#configure terminal

Tehran(config)#ip access-list extended 100
Tehran(config-ext-nacl)#fpermit ip 172.16.12.0 0.0.3.255 any
Tehran(config-ext-nacl)#permit ip 192.168.100.0 0.0.0.255 any
Tehran(config-ext-nacl)#permit ip 192.168.200.0 0.0.0.255 any
Tehran(config-ext-nacl)#exit

Tehran(config)#ip nat inside source list 100 interface serial 0/2/0
Tehran(config)#exit

Tehran#

uaddie I, Public usel @ daas cga S o6 slaasis Access List 100 4
S aon puadsiul o ACL Al badse 4 alBlip NAt Hgies b s Gupes pa05a
g2 520 NAT acuil<e

03 b Bl s a3l PING iy Ghss 3 soliind b &S s, o o3y Vs
el 53 (555 5 198.133.219.25 uyul & sSews 55

Mashhad#ping

Protocol [ip]:

Target IP address: 198.133.219.25

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:
Packet sent with a source address of 192.168.200.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/5 ms
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sad aladl sllac sy 4 Show ip nat statistics siws 51 saliinl b Vs Gprea

J\}ASA&A‘J&AAAL.’Z@‘J‘):;‘}@JJ.A‘A&JMJ#

Tehran#show ip nat translations

Pro Inside global Inside local  Outside local Outside global

icmp 200.200.2.1:21 192.168.200.1:21 198.133.219.25:21 198.133.219.25:21
icmp 200.200.2.1:22 192.168.200.1:22 198.133.219.25:22 198.133.219.25:22
icmp 200.200.2.1:23  192.168.200.1:23 198.133.219.25:23 198.133.219.25:23
icmp 200.200.2.1:24 192.168.200.1:24 198.133.219.25:24 198.133.219.25:24
icmp 200.200.2.1:25 192.168.200.1:25 198.133.219.25:25 198.133.219.25:25

slaguwd il 55 3 ssse led 53 1P Gusal (555 2 48 BB wl s o 368 Jan Lo
Boob I PING sty 4 coly 0 (gl anlad sualins |, ol suls 55, Outside  inside
F55 655 52 NAT sl cnaad 0 505 Jlw)) sSson 53500 05 4 192.168.200.1 (o 501
slagu,ol Sl Jals @ (g ol 83500 & lie slgosm b ool dea 3 4 aldl L0 ol
et 4l @ ougsy oled Lo Sil Gusol wies ol BB aSun JAl oo el
.@m‘b..\.ai‘a:\]él:L}u‘\}&_}dﬁlﬁ%&_}ﬁwu‘x&igﬁ)ﬁMé}bd‘)s}(s_)tsi::
e 5l a5 2l o e llVY 55, NAT Joua 5o sud e 5 slagu sl 6, sae

lad oo 09 NAT Jgaa 5 cnlialas Jullad s K Sledlal g0 ga3 Sb o alasl 38 oyle)

taySlas dda )b

c8lne S ge 5o agde 5 ot lasiy, wuKue el Default Route (isig
© aldl il ssage (@losws Jaan Lo OF wale Gussl sl oblEe ga S gl
aale b sladiow 30 ol S, omaes .aula Default Route Lujyul o o Jlayl
Slie & ISP Gusal 1y Ly, Sou s usn @ Jeaie slaees 51 8k ,0 aaliab
wlad oo Jla,l «@izf i yae Default Route

Access L gi |y waal ity NATawnlSo ) soliil s)lal aaal sase < Ay slaeon
pulad oo padis List

€ g, pudsiul ginside olgie G 1) ailius Juale Al Kk 4 € 55, slaud il
palad oo Soae Outside Glgie ) ol Juals (@i i) Jio) s Sl 4

€ Lo slaad 3 eS,d 4 sad suls elaial IP Validuluss <<l Juls 4
@ .aulad suliii) NAT Overloading 51 wh el 538 wiS soliionl @il ) sl s oo
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g9 5 x9ox oad il LACL (o gad basi o 0 aluslip Nat gy 5 soliiel b Juls cpaan
show running- ,sius as5a 358 olilee aladl 3 Guy anled oo soliinl o, 50 NAT

s Al s ph oo sean ol S e config

Tehran#tsh running-config

<...Output Omitted...>

!

interface FastEthernet0/0.2
encapsulation dot1Q 2

ip address 172.16.12.1 255.255.255.0
ip nat inside

|

interface FastEthernet0/0.3
encapsulation dot1Q 3

ip address 172.16.13.1 255.255.255.0
ip natinside

!

interface FastEthernet0/0.4
encapsulation dot1Q 4

ip address 172.16.14.1 255.255.255.0
ip natinside

|

interface FastEthernet0/0.5
encapsulation dot1Q 5

ip address 172.16.15.1 255.255.255.0
ip natinside

!

!

interface Serial0/0/0

ip address 172.16.20.1 255.255.255.252
ip natinside

clock rate 2000000

!

interface Serial0/1/0

ip address 172.16.20.5 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/2/0

ip address 200.200.2.1 255.255.255.252

ip nat outside
!

!

ip nat inside source list 100 interface Serial0/2/0 overload
ip classless

ip route 192.168.100.0 255.255.255.0 172.16.20.6 5

ip route 192.168.200.0 255.255.255.0 172.16.20.6
ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
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ip route 192.168.100.0 255.255.255.0 172.16.20.2
ip route 0.0.0.0 0.0.0.0 200.200.2.2
|

!
access-list 100 permit ip 172.16.12.0 0.0.3.255 any
access-list 100 permit ip 192.168.100.0 0.0.0.255 any

access-list 100 permit ip 192.168.200.0 0.0.0.255 any
!

Tehran#

b s e G0l denlie 4 alusl outside (s il 4 i Jlaol 51 S O3 S0
sad iy yas permit ol sic o ACL o lase 4Kl 4S5 s Hu sl o NAT U Lass 50 ACL
5 wledpe Gy Jlasl @ plaBl Gupes 5 suls alad) s (555 52 15 NAT acasilSe 355 s
ol o s Gia &l &y el

Sl slaaly 15 & NATwwilSe dPLusul s5uS cle o NAT Overloading ;.
oupe il ol lac,s b s sre puonl S 0 el dea s o sl Likid
G wla o 5,006 NAT Joua so el YF G 1, blks glac ;s 5 sasd dea 3 slagu ol
Sl 2 50 Ja a3 ) s Wl s (w0l Jie) (e pa Sl 51 Ol by o) s o
A

il Sl @ Wl e aols Sed ) (Sledlbl ainilSe g5 Gl Do il GAl e
G oadal sad ol NAT sua o 5 calsaye il lacidS la s Yus oS usd oyl
NAT L 5 Dynamic NAT Jie) NAT b5 slaaenil€a 31 ssliind o pm 5o oo oobe
il LS ) 5058 50 Tase Wl g5 oad A 4Sid J sars sk (Overloading

Al 4l 50 5o op e Sl S 4 i GG aal iy K55 g o
aalss suliiond Static NAT auwslSa 51wl aula aalyi ool Kot gl

:Command Reference , gicus pa 50

Network Address Translation
Dynamic NAT ip nat source { list { access-list-number | access-list-
name } interface type number | pool name } [ overload | vrf name ]
Network Static NAT ip nat source static network local-network global-
network mask [ extendable | no-alias | no-payload | vrf name ]
Static NAT ip nat source static { esp local-ip interface type number | local-
ip global-ip } [ extendable | no-alias | no-payload | vrf name ]
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Syntax Description

list access- list-number

Number of a standard IP access list. Packets with source addresses that
pass the access list are dynamically translated using global addresses from
the named pool.

list access- list-name

Name of a standard IP access list. Packets with source addresses that pass
the access list are dynamically translated using global addresses from the
named pool.

Interfacetype Specifies the interface type for the global address.

interfacenumber Specifies the interface number for the global address.

pool name Name of the pool from which global IP addresses are allocated
dynamically.

Overload (Optional) Enables the router to use one global address for many local
addresses. When overloading is configured, the TCP or User Datagram
Protocol (UDP) port number of each inside host distinguishes between the
multiple conversations using the same local IP address.

vrf name (Optional) Associates the NAT translation rule with a particular VPN

routing and forwarding (VRF) instance.

static local-ip

Sets up a single static translation. The local-ip argument establishes the
local IP address assigned to a host on the inside network. The address
could be randomly chosen, allocated from the RFC 1918, or obsolete.

local-port

Sets the local TCP/UDP port in a range from 1 to 65535.

staticglobal-ip

Sets up a single static translation. The local-ip argument establishes the
globally unique IP address of an inside host as it appears to the outside
network.

global-port Sets the global TCP/UDP port in the range from 1 to 65535.

Extendable (Optional) Extends the translation.

no-alias (Optional) Prohibits as alias from being created for the global address.
no-payload (Optional) Prohibits the translation of an embedded address or port in the

payload.

esp local-ip

Establishes IPSec-ESP (tunnel mode) support.

Tcp

Establishes the Transmission Control Protocol.

Udp

Establishes the User Datagram Protocol.

networkl/ocal-network

Specified the local subnet translation.

global-network

Specifies the global subnet translation.

Mask

Establishes the IP network mask to be used with subnet translations.
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Command Purpose

Router(config-if)# ip rip send Configures an interface to send only RIP Version 1 packets.
version 1

Router(config-if)# ip rip send Configures an interface to send only RIP Version 2 packets.
version 2

Router(config-if)# ip rip send Configures an interface to send RIP Version 1 and Version 2
version 12 packets.

Command Purpose

Router(config-if)# ip rip receive |Configures an interface to accept only RIP Version 1 packets.
version 1

Router(config-if)# ip rip receive |Configures an interface to accept only RIP Version 2 packets.
version 2

Router(config-if)# ip rip receive |Configures an interface to accept either RIP Version 1 or 2
version 12 packets.

Al aalsa aladl dais lea Gulal 5ol Lacsbe 5 Jleyl alad 555 wnles RIP 4a

Command Purpose

Router(config-router)# version {1 | 2} Configures the software to receive and send only
RIP Version 1 or only RIP Version 2 packets.
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