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Security Issue / Vulnerability Remarks

1. Security features in vendor
products are frequently not
enabled.

Security features. albeit poor in some cases. are not enabled
when shipped, and users do not enable when installed. Bad
security is generally better than no security

2. Vs are short (or static).

24-bit IVs cause the generated key stream to repeat. Repetition
allows easy decryption of data for a moderately sophisticated
adversary

3. Cryptographic keys are short.

40-bit keys are inadequate for any system. It is generally
accepted that key sizes should be greater than 80 bits in length
The longer the key, the less likely a comprise is possible from a
brute-force attack

4. Cryptographic keys are shared.

Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largely
dependent on the secrecy of the keys

5. Cryptographic keys cannot be
updated automatically and
frequently.

Cryptographic keys should be changed often to prevent brute-
force attacks

6. RC4 has a weak key schedule
and is inappropriately used in
WEP.

The combination of revealing 24 key bits in the IV and a
weakness in the initial few bytes of the RC4 keystream leads to
an efficient attack that recovers the key. Most other applications
of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet This attack is available to moderately sophisticated
adversaries

7. Packet integrity is poor.

CRC32 and other linear block codes are inadequate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic protection is required to prevent
deliberate attacks. Use of noncryptographic protocols often
facilitates attacks against the cryptography.

8. No user authentication occurs.

Only the device is authenticated. A device that is stolen can
access the network

9. Authentication is not enabled;
only simple SSID identification
occurs,

Identity-based systems are highly vulnerable particularly in a
wireless system

10. Device authentication is simple

shared-key challenge-response.

One-way challenge-response authentication is subject to “man-in-
the-middie” attacks. Mutual authentication is required to provide
verification that users and the network are legitimate
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Characteristic Description

. Direct Sequence Spread Spectrum (DSSS), Frequency Hopping
Phyeleal Layer Spread Spectrum (FHSS), infrared (IR)
Frequency Band 2.4GHz (ISM band) and 5GHz
|
Data Rates (.1N11t;;)>s. 2Mbps, 5.5Mbps, 11Mbps (11b), 54Mbps (11a), 54Mbps
; RC4-based stream encryption algorithm for confidentiality,
Dalaany! network securlty authentication, and integrity. Limited key management
Operating Range About 150 feet indoors and 1500 feet outdoors
Throughput Up to 11Mbps (54Mbps planned)
Ethernet speeds without wires, many different products from many
Positive Aspects different companies. Wireless client cards and access point costs
are decreasing.
Negative Aspects ;’r?grl os:gunty In native mode, throughput decrease with distance
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* Healthcare and Hospital
Application Space * University Campus
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802.11 Authentication

Non-cryptographic Cryptographic
Does not use RC4 Uses RC4
Identity based hallenge-R
Open System Authentication Closed System Authentication
NULL SSID is accepted Must have valid SSID
A station is allowed to join A station is allowed to join
a network if it transmits an empty a network if it transmits a valid
string for the SSID SSID for the AP

A station is allowed to join network if
proves WEP key is shared
(Fundamental security based on
knowledge of secret key)
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%
Confirm success Decrypt response 1o recover challenge
/ Verify that challenges equate

Generate random number to challenge station

Encrypt challenge using RC4 algorithm
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Security Issue / Vulnerability | Remarks
1. Security features in vendor Security features. albeit poor in some cases, are not enabled
products are frequently not when shipped, and users do not enable when installed. Bad
enabled. security is generally better than no security
2. Vs are short (or static). 24-bit IVs cause the generated key stream to repeat. Repetition
allows easy decryption of data for a moderately sophisticated
adversary
3. Cryptographic keys are short. 40-bit keys are inadequate for any system. It is generally
accepted that key sizes should be greater than 80 bits in length
The longer the key, the less likely a comprise is possible from a
brute-force attack
4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental

tenant of cryptography is that the security of a system is largely
dependent on the secrecy of the keys

5. Cryptographic keys cannot be Cryptographic keys should be changed often to prevent brute-

updated automatically and force attacks
frequently.
6. RC4 has a weak key schedule The combination of revealing 24 key bits in the IV and a
and is inappropriately used in weakness in the initial few bytes of the RC4 keystream leads to
WEP. an efficient attack that recovers the key. Most other applications

of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet This attack is available to moderately sophisticated
adversaries

7. Packet integrity is poor. CRC32 and other linear block codes are inadeguate for providing
cryptographic integrity. Message modification is possible. Linear
codes are inadeguate for the protection against advertent attacks
on data integrity. Cryptographic protection is required to prevent
deliberate attacks. Use of noncryptographic protocols often
facilitates attacks against the cryptography

8. No user authentication occurs. Only the device is authenticated. A device that is stolen can
access the network
9. Authentication is not enabled; Identity-based systems are highly vulnerable particularly in a
only simple SSID identification wireless system
occurs,

10. Device authentication is simple One-way challenge-response authentication is subject to “man-in-
shared-key challenge-response. | the-middie” attacks. Mutual authentication is required to provide
vernification that users and the network are legitimate
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Session Properties (7] X] l

General | Startup | Advanced | Firewall |
Profile Name: _v_| New
Host Name/Address: | 208.63.68.157 Delete
Host Type: |Automatic detect :]
User ID: Icavediver [ Anonymous
Password: | cave2004 vV Save Pwd
Account; |
Comment; I
0K Cancel Apply Help

(File Transfer Protocol) FTP -3-10-27

Ll ol als olml ool @,k 51 JU Jlsl el & JU JUsl JSen L FTP
oulizeyWypa 3 1) Hee Ol SFTP . oS o6 Gluily 1) 5,50, 9 a2
Sl 920 (o0 1) s 1 Gl ooliwlegus o3l il A g B (oo JU!
@ &y 3 e alS 4 5l (S a5 WS (oo el 1) pb (o FTPLY (g
(Wgd o330 b oudd wiilgi (ood Houe WllS Wygo (pl 0 4z SN ojlw

FT ‘5|).3 -4-10-27
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(Wireless) aws (o2 sl 4804
W f SSL il ol JUU S (3950 a5l ;R0 el a9l 0590 (ool (hgy S (lgicFTP
<o ) 9,lo 2829 SSL wlu!l p FTPL (ol FTPa oL sl S. o5 ,I,5 IPSecl

(0 az>lye SSLeSFTP & wilys

172181241724 %

client

17218124 207724 17218124 206724
DG 17218124 208 - CSS DG 17218124209 - CSS

FTP servers

SFTP ¢ FTPS -5-10-27
aSIl 0 3y o,Lal wad el SSH L aS JUS O g9, FTjl oolaw! 4 SFTP
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o0 oS Jlue ol gab Jo 4 &5 s plxil Jb po el Jb po olkedulel
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Network

=

IPSec Gataway. == ‘

T Enc?pted Tunnel
(Access VPN)
L— -

Encrypted Tunnel IPSec Clients
(Site To Site VPN)

.
=
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. = ’lPSBC Gateway

Network

Jul 6, K, s SS9 -2-11-27
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ssL-3-11-27
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Gl Wloile . 31 Gobow by ol oolidlls MolS g b ,Fyap o 45 SSLuns
ygar SSL ogdlay. gl (o0 oolitwl LB JUl g 995 (9 b SIS 5,
oo oolwl 0 Hleby GllSSgn b (I 50 ol puaile SO plem 0338l39)
oddijoy Wlbliyl SSL el (gl jopud ©jgpw blisl slp 6yl codyd e 9 o9
Codls el 50) 1y (olgS 51 osliiwl @iyb 3l e Cush wml 393 LT JSia g
sge aels @bl b alp 5l eoliiwl glp el ()5 wS (o Sy Gopw
Cugd wwl  (SSL V. 3.0 M )oylailiw! SSLed iy L 9 g o0 Cogd ol
ol ol WLl JSTgp el 4 (Bl G2 b 5l cdd

(b Jsl) FTelpw-4-11-27

do ool WS o ooliiwl b g8 3l Sy e Sl JUsl gly SSLjI dél FT,l50
Sl eoliwl Jb jo Sl po il (0 0B 1) 0 &5 Cenl Hee 4 clodS
Jio jopw & 1) Tl cdbye japm oo 5l 1) licume canl olaibul g 55 )50
9 Silw (oo SBybply S o JUHl pae G181 e 4 5L cell gl &5 WS
g duzo LT bl wisb b by UuShg pam BB el Ll el coly Hlew

Gl ilg oo (miaen SSL. Wiyl 3L Lilojlw a5 cuwl ool il (gLl

178




)m (Wireless) mws o s 4S5

O30 — LlSgn ple g FTPL Jlail j0 (JUo lp — ool jem ary9m YLal

i Generated in pairs
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: Public : Public
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. Secret Famas

Clear Kgph.sn
text 2 & - & Ecyped (& + € g
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Clear text 1 Clear
text 1 text 1

LS 18 colal
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Public

Clear

TLs-5-11_27
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S/MIME -6-11_27
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(Wireless) a2 s\a 450
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(Wireless) a2 s\a 450
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802.11a

UP TO 45Mb/s

Main Band
5.8 GHz
3.5GHz
2.5 GHz

802.11 WLAN
UP TO 2Mbls
2.4 GHz

802.11a
UP TO 45Mb/s
5.725 & 5.850 GHz

UNLL (Unlicensed National Information Infrastructure)

802.11b

UP TO 11Mb/s

2.4 TO 2.4835 GHz (ISM)

ISM = Industrial Scientific & Medical

802.11g
UP TO 54 Mbl/s
2.4 TO 2.4835 GHz (ISM)
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802.16e WMAN
UP TO 30Mb/s
5GHz

802.16Rev2004

UP TO 75Mb/s
211GHz
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